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Introductio n

The following diagram and associated description illustrate the robustness of the iWise Service
Management solutionsd multi-platform architecture. Consisting of a suite of ITIL-compliant
disciplines, the iWise solutions offer a unique, life-cycle approach to IT Service Management.
The infraWise methodology focuses on automating and streamlining service and support

processes to improve efficiency and reduce costs.

Throughout the world, organizations large and small use the iWise applications and centralized
repository to address ITSM Service Support and Service Delivery requirements. The diagram
and descriptions below demonstrate the scalability, openness, and security features inherent in
the iWise data model. They also highlight the user-friendly interface options, flexible reporting
capabilities, and ease of integration with third-party solutions that iWise offers.
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| LLUSTRATION OVERVIEW

e The components 1 i 4 represent iWise Web Client and transaction-based
interfaces to the iWise environment.

e The iWise Web Clients (1) access the iWise applications with a Web browser
(for example, Microsoft Internet Explorer), using standard HTTP over SSL, after
being authenticated by the Cu s t o nsecurilyssystem (Authentication Server)
(14).

e Helpdesk Agents (3) use the iWise Service Desk applications to create and
track incidents and problems through their resolution, using automatic escalation
and email notification throughout the life of the incident. The Help Desk Agents
(3) can enter iWise records manually or accept calls from the VRU. See items 23
through 26 in the diagram for more details.

e The diagram depicts an example that uses two separate Data Centers (4) in
different locations. One of the Data Centers can be considered the primary site,
and the other the remote site from which users access the iWise applications
through the customerd s n e, tusing raik iWise Web Client (1) or an iWise
Windows Client (2).

e The Client Email (5) represents the various types of email messages that iWise
sends for notification or approval purposes. For approvals, the user clicks the
Approve or Reject button in the email message, returning the response to iWise
via the XML server. Quick updates to the text can be made through the
notification email message for Incident management. These email capabilities
allow users at all management levels to perform various functions without having
to logon to the iWise Windows or Web Client.

e The Auto -Discovery database (6) represents the linkage(s) from iWise to the
database(s) used by the tool(s) that performs auto-discovery functions on
platforms such as Windows, UNIX, and z/OS. Auto-discovery is depicted as a
single database, although the actual number of databases is determined by the
specific discovery tools and platforms required by the customer. Reporting may
be carried out against the auto-discovery database(s) directly by using their
included reporting tools, or the discovery data can be integrated into the iWise
database, which offers the reporting tools the capability to access the full range
of all related records.

e The Email Server (7) represented above is depicted as a single server; however,
multiple email servers can be involved to provide the SMTP (send) and
IMAP/POPS (receive) email processing.

e The following applications can be installed on the same single rack-mounted
server, or across multiple servers, depending on company standards and
performance requirements:

0 The Web Application Server (8) serves up the Java Server Pages (JSP)
and other Java code, which comprise the iWise Web Client (1)
application. Apache Tomcat is commonly installed on the iWise Web
Application Server.



0 The iWise XML Server (9) executes as a Windows Service and
interfaces with the iWise Transaction Server (12). infraWise is continually
expanding the functions and processes on this server as the iWise
environment expands its integration capabilities.

0 The iWise Message Server (10) runs as a Windows Service and has the
ability to send an email via an SMTP Server.

0 The iWise Transaction Server (12) controls all access to the iWise
SQL/ODBC-compliant database (13), which can be located on any
accessible platform. This ODBC-accessed database is where the iWise
records are stored, as well as the tables used to support the iWise
applications.

The iWise Monitor Agents (11) represent automation scripts that run on the
iWise Transaction Server against the iWise Database. Each agent is defined by:
the task that it carries out, such as escalation or notification; the frequency of
operation, such as hourly, daily, or weekly; and the conditions to examine, such
as Changes needing approval.

The Authentication Server (14) is responsible for validating user IDs and
passwords before users can log on to the iWise applications. Authentication may be
performed by any security system on any accessible platform, provided it has an API
that iWise can use to pass the required information for authentication. Common
examples are Active Directory, LDAP, Oblix, RACF, Top Secret, etc.

Reporting (15) can be performed using any ODBC SQL-compliant reporting tool,
such as Crystal Reports or SAS. Various tools can also be used to allow users to
view reports using a Web browser.

Visual diagrams (16) can be setup using a tool such as Microsoft Visio . After
setting up an ODBC connection to the iWise database, configuration data from
iWise can be shown in the Visio diagram.

The Aperture tool (17) is an example of a visual information system that
combines graphic, text, and numeric data into relational databases. The data can
then be accessed through iWise. Aperture or a similar program can interface with
iWise using an ODBC connection; this allows additional information to be
associated with the iWise records.

Tivoli NetView (18) or any similar network management tool, such as BMC
Patrol, sends alerts to iWise that create Incident records, which are automatically
assigned to the appropriate technicians to resolve.

Business to Business , or B2B (19) represents a bi-directional interface with
any external applications that need to exchange information with iWise.

The Host AOC (20) application, or a similar operational management tool, sends
alerts to iWise to create Incident records when specifically defined events or
conditions exist.

The Tivoli Enterprise Console (TEC T a.k.a., Inventory) (21) or similar
enterprise framework products, such as CA UniCenter, provide distributed
monitoring, inventory, remote control, and software distribution capabilities. The
iWise LanSAM monitoring tool (which is used to configure, install, and monitor



the iWise application servers) can forward events to the TEC or similar focal
points.

e The Network (22) represents network devices used to access the iWise
environment fromthe c u s t o inganeh & the Internet.

e The VRU Phone lines (23) represent the multiple phone lines coming in from the
VRU system.

e The Voice Response Unit (VRU) Server (24) represents the server that
processes the VRU phone lines.

e The Call Server (25) represents the server that sends the call package to the
phone switch.

e The Phone Switch (26) (such as Nortel, Avaya, Cisco, etc) is the unit that
determines which helpdesk agent should receive the call; it then completes the
connection.

e The Helpdesk Agent (3) receives the call and completes the transfer from the
switch.

e iWiseMobile (27) represents portable or PDA devices that can interact with
iWise. Depending upon the device, email and/or web access can be used as the
interface.

Client Processing Flow

This section discusses each client-to-iWise process flow, including each of the client process
components presented in the illustration above.

iIWise Web Clients

The iWise Web Clients (1) access the iWise applications from Web browsers (such as
Microsoft Internet Explorer), using standard HTTP over SSL. The iWise Web Clients display
the initial Web Client login page, using a URL such as:

V http://[iWiseServerDNSName/iWiseWeb/index.ijsp

The iWise Web Client logon page is a JSP page that resides on the Web Application Server
(8). The logon page allows users to specify their user IDs and passwords, which are then
passed on to the iWise Transaction Server (12). The iWise Transaction server then passes
this information on to the Authentication Server (14). The Authentication Server then
authenticates the user ID and password and returns the information to the iWise Transaction
Server. If the user ID and password are not authenticated, the user is not permitted access
to the iWise Web Client.

The JSP pages that make up the iWise Web Cl i en't are fiservedo
Server. The users can search the database, display or update existing iWise records, or
create new records.
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http://iwiseserverdnsname/iWiseWeb/index.jsp

Whenever a Web Client (1) transaction is submitted for processing, it is sent to the Web
Application Server (8) and passed on to the iWise XML Server (9). The transaction is an
XML/SOAP transaction, contained within the HTTP protocol.

The iWise XML Server then converts the XML transaction into an iWise transaction, and
sends it on to the iWise Transaction Server (12).

The iWise Transaction Server then submits the transaction to the iWise ODBC-compliant
database (13) for processing.

The result of this transaction is then sent back to the iWise Web Client, taking the reverse
path to the Web browser.

IWise Web Client Examples

The following images are examples of the iWise Web Client interface. infraWise provides a Web
front-end for the applications included in the iWise Service Management solutions suite of
products. The following screen shots, except for the general logon panel, depict the iWise
Incident Management application.



Logon Screen

The following screen shows the iWise logon page, where the users enter their IDs and
passwords, which are authenticated via the security package specified in the iWise
Transaction Server, such as Windows Domains, Active Directory, or LDAP.

f iWiseWeb 7.1 - Windows Internet Explorer

EEX
@\_-"; A |@, hEbp: e, infrawise, comiwiseWebfindex. jsp v| g [ % | ‘ B2
w & [@iWiseWeb?.1 l_l f - v [ G- @ B3 A

Welcome to infraWise!

'Wise Web Client 7.1

Senda
Message to Username
infra\Wise e ,—
Support Passwaord
Logon

iWiseWeb v7.1.146 Copyright ® 2008 infraWWise

Done

& mternet F100% v




Initial Screen

The following is the first screen that users see once they are successfully authenticated
and logged on to the iWise Web Client. It shows all of t h éncidénts assigned to my
groupd by d e faasedcan,uselanytone of the selections on the left of the screen
to perform a different search.

/= iWiseWeb 7.1 - Windows Internet Explorer

@‘C I |§, Rkt v, infrawise, camfiwiseWebfsearch. wise?currentArea=1&perspective=defaultiproduct=Incident V| > | X | ‘ P~
w o [@iWiseWebm ] l - B -E-G-e-D 3 8

Q’ Changes | Incident"'- Request CMDB Financial Clients HRA ERM SLA Paolicies Logout
Incidents  Problems Incidents/Problems  Vendor Calls

New Incident Results 1-45 of 88 for Assigned my group (default) = » (All Resuilts) Tips Of The Day
Cat - | Assignments |V A
= ~ .
@ Assigned my aroup D25 10 00327408 00327407: 00327405: 00327398: 00325338 sadf.. L
aQ _“_ s Contents of e-mail message from y@example.com 2007/01/28 10:25 From: y@example.com
Assigned to me Reply-To: y-noreply@example.com Date: Sun, 28 Jan 2007 10:25:32 -0500 To: x@example.com
Q. All open incidents Subject 00327408: 00327407: 00327405: 00327398 00325338: sadf Your incident recard has
By rew Inguiry heen created with ID 00327408, = —-Original Message— = From: x@example.com = Reply- R
_ To: x-noreply@example.com = Date: Sun, 28 Jan 2007 10:25:21-0500 » To: y@example.com = fise.
Views Subject 00327407: 00327405: 00327398: 00325338: sadf = . .
= Incidents can contain references to
Default IE ( izatic
2 &8 &3 7416 00327410; 00327408: 00327407: 00327405: 00327398: 00325338: multiple gugzrizalians snd
S Submitter Sadf. locations.
= Progress Contents of e-mail message from x@example.com 2007/01/28 10:25 From: x@example.cam ) Cust
S Close Reply-To: e-noreply@example.com Date: Sun, 28 Jan 2007 10:25:57 -0500 To: y@example.com Ustomer
= sia Subject: 00327410: 00327408: 00327407: 00327405: 00327398: 00325338 sadf Your incident Vhat it invise cantlocate he
- record has been created with ID 00327410, = ——Criginal Message— = From: incident reporter?
eV L N o - - . L
= Survey y@example.com = Reply-To: y-noreply@example.com = Date: Sun, 28 Jan 2007 10:25:32 -0500
BD interaciive Map View = To:x@example.com
S Alter Search View =
O & = 7417 00327409 00327406: 00327404: 00327397 df
Extras Contents of e-mail message from x@example.com 2007/01/28 10:25 From: x@example.com
5 Reply-To: x-noreply@example.com Date: Sun, 28 Jan 2007 10:25:40 -0500 To: x@example.com
- Subject: 00327409: 00327406 00327404: 00327397 df Your incident record has been created
with ID 00327409, = —Original Message-— = From: x@example.com = Reply-To: x-
noreply@example.com = Date: Sun, 28 Jan 2007 10:25:12 -0500 = To: x@example.com =
Brenorts Subject 00327406: 00327404: 00327397 df =
B
Aprofiie 8 F L
t
R /B 2 B 0000040 M thie amasil sl e ~tasna ¥
|| Assignedtoyou | Pending your approval Recent objects News
Object Comments Date occcurred Time cccumred Reported by Azzignmant phass Dst= sssigned Targst date Urgency code 2
. B 2 0 2
2 L
& & mnternet F100% v




Display Screen

If the user clicks one of the large blue record numbers intheliston t he Al niti al
above, or clicks the Display image link ({5), the record opens in Display mode, as shown

below. The user can navigate through the record, viewing all the fields, or update the

record by clicking the Update button (in the upper-right corner of the panel).

ﬂ‘- iWiseWeb 7.1 - Windows Internet Explorer

@ | hd |g, hktpe | s infrawise. camfiwise\Web display . wise?navaction=beginDisplay&navId=00625769 V| +2 || X |
W [@iWiseWeh?.1 l - &R G-0-8 3 L
a
Incident Display #00G625769 & Printer Friendly Update Cancel ‘
. =} =]
General Reported by 2 |Lincoln/Abe Incident status 2 |Open free
= Impacted areas Phone number 2 |914-976-2121 Work priority 2
= Progress Netnameladdress @ | Problem numoer 2 . Th?dSta:L_'sgﬂhis
Vendor Calls , incidentis Open.
T claliasio 2 [Firewall/506E " Date occurred 2 [2007/07/23  © -
Resolution o # This incident was
_ Symptom type 2 |Hung Time occurred 2 [12:40 assigned 330
Attachments ) = days, 1 hour, 24
e Sub type @ |Exit minutes ago.
_ Comments 2 |Firewall freezes system & This incident has
= Admin _ N T been open 230
_— Cllocation code & |Brusse days, 1 hour, 16
Site contact 2 minutes.
Contact phone - » 1 callhas heen
P logged for this
Action taken 2 [Transfer incident
Assignee group 2 MASTER = « 1systemis
i o affected.
Assignee name 2 |Beethoven/Ludwig
]
Urgency code Z E
Impact code i
ProgressiNotes & |
—_—
|| Assignedtoyou | Pending your approval Recent objects News Employee assets ||
Object Comments Date occcurred Time occcumred Reported by Azzignmant phass Dstz sssigned Targst date Urgency code ’_‘
o 3 2008/01/03 2

& & mternet ®100% v




Update Screen

If the user clicks the Update button from Display mode, or clicks the Update image link
(&) from the initial screen, the record displays in Update mode, as shown below. This
gives authorized users the ability to modify fields or add comments to the record. Users
can click the Help icon to the left of each attribute entry box to display field-specific help

if they are not sure aboutt h e fpurpoked 6 s

ﬂ; iWiseWeb 7.1 - Windows Internet Explorer

@‘C)’ A |@, hEbp: e, infrawise, comjiwiseWeblbeginpdate  wise ?navld=00625769%t abMName=Gener altspin Off =f alse V| 2| X | ‘ B~
w o [@iWiseWeh?.1 l l - ®E-0 -8 3485
-~
Incident Update #00625769 Save | Cancel
- =]
General * Reported by 2 |LincolniAbe Incidentstatus 2 [Open Analysis
= Impacted areas | % pnonenumber 2 [FTA976.2121 werkprierty [ |
> Progress Nemame/address 2 | Proplem numper & . Thgdstatu_lsco)fthis
Vendaor Calls . - incidentis Cpen.
Clalias ID 2 [Firewall/506E % Date occurred 2 [2007/07/23 jp o
Resolution | | # This incident was
* ) - : " I=} 4330
— Symptom type & | Hung - Terminal not responding hd ® T 7 l— assigned 33
Attachments % — - Time oceurred 740 days, 1 haur, 30
Sub type & | Exit - CANNOT QUIT/EXIT Vl minutes ago.
Comments & e
W Comments 2 [Firewall freezes system » This incident has
e AAmn ] cliocatoncode 2 [Brussel been open 330
days, 1 hour, 22
Site contact ¥ minutes.
Contact phone - « 1 callhas been
logged for this
* sction taken & [ Transfer - Fusther stiention required v incident
® Assignee group & | MASTER - IPS master group - all autharity ~ + 1systemis
* . 2 p - affected.
* Urgency code 2 [2- Function not sveilsble |+ |D
Progressiates 2 |
DT T—
| Assignedtoyou | Pending your approval Recent abjects Mews Employee assets
Object Comments Date occcurred Time cccumred Reported by Azzignmant phass Dst= sssigned Targst date Urgency code 2
ting sooess to Wise pi 0 1 3 2008/01/03 z
2007/08/14 Desig e )
b
& & mternet ®100% v
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Help Screen

The following screen is an example of the Reported by help that displays if the user
clicks on the question mark next to the field on the update page. The same text displays
in the iWise Windows Client if the user right-clicks in a field, then selects Help, or
presses <F1> when the cursor is in the desired field. The same help text source is used
for the iWise Windows and Web Clients, reducing the number of files that require
maintenance.

Reported by =

Type Character

Format Validated by table employee
Max length 20

Max words 1

Prefix PERS/

Kbase identifier 200500665

This attribute is used to identify the name of a person reporting an incident, conflick, etc. iWise

verifies the name entered using employees. If located, data is automatically added to the
current object. For example:

+ Location code
+ Phone number
+ Room/cubicle

11



iWise Mobile

The following images are examples of the iWiseMobile (27) interface. infraWise provides a mini-
browser front-end for each of the applications included under the iWise Service Management
solutions suite of products. The following images depict screen shots from an iWiseMobile
application.

Email Interface

The Client Email (5) allows users to send messages from their Email client to the (for
example) helpdesk@example.com email address. The helpdesk email account is defined on
the Email Server (7). The email message remains on the server until it is processed by the
iWise XML Server (9), which periodically logs in to the IMAP/POP3 email account and
processes each message that it finds. Internal settings in the iWise XML Server control how
often the server is queried for incoming messages.

Only certain users are able to send an email message to the helpdesk email address.
Configuration settings can be used to allow only users from the fi@example.comodomain to
send messages to this account. Additional users and domains can be added if necessary.

If you want to allow an email message to be sent to this address from outside the firewall,
the mail server must be made available to the public via the firewall.

For each message sent to the IMAP/POP3 account, the iWise XML Server (9) creates or
updates an object in the iWise database (13). For example, the subject of the email
message is placed into the 45-character description field in the newly created object. The
body of the message is inserted into the freeform text area. The XML Server defaults the
remaining fields, such as Assignee Name, Group, Date/Time Entered, Date/Time Occurred,
and Urgency Code. These default values are controlled by the object template used by the
iWise XML Server, which uses it to create an XML/SOAP transaction.

The iWise XML Server (9) then converts the XML transaction into an iWise transaction, and
sends it on to the iWise Transaction Server (12).
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